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 REQUEST FOR PROPOSALS 

 
AIRPORT CYBERSECURITY OPERATIONS CENTER (SOC)  

&  
DISASTER RECOVERY NETWORK INFRASTRUCTURE 

 
Issued by 

Port of Port Angeles  
338 W. First Street 

Port Angeles, WA 98362 
 

RFP INFORMATION 
Contact: Jenna Riley, Procurement Manager, Port of Port Angeles 
Email Address: jennar@portofpa.com  
Phone: 360-417-3423 
Submittal Date: October 16, 2026 @ 5:00 PM (PST) 

 
PLEASE SUBMIT ALL CORRESPONDENCE AND PROPOSALS VIA E-MAIL 

DIRECTLY TO THE CONTACT LISTED ABOVE AND INCLUDE ‘POPA AIRPORT 
SOC & DR NETWORK INFRASTRUCTURE RFP’ IN THE SUBJECT LINE 

 
The Port of Port Angeles (Port) is requesting proposals from qualified vendors for the following 
requirements: 

 
Furnish the equipment, licensing, subscriptions, accessories, implementation services, testing, 
documentation, and knowledge transfer required to place the Airport SOC/DR network 
infrastructure into production as a complete and operational solution. 
 
The Port will evaluate all proposals submitted and, if the Port's requirements are met, will 
contact the respondents with any questions or requests for additional information.  

 
Solicitation Timeline: 
 

Release RFP September 11, 2026 
Proposals Due October 16, 2026 @ 5:00 PM (PST) 
Review of Proposals  October 19-23, 2026 
Vendor Demonstrations, if required October 26-30. 2026 
Notice of Intent to Award November 2, 2026 

 
 
 
 
 
 
 
 
 

mailto:jennar@portofpa.com
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A. PROJECT BACKGROUND: 
The Port of Port Angeles is establishing a temporary Cybersecurity Operations Center (SOC) 
and Disaster Recovery (DR) capability at William R. Fairchild International Airport. The Airport 
location is geographically separated from the Port Administration Building, is outside the 
tsunami inundation zone, and is intended to support continued cybersecurity and information 
technology operations during a significant disruption affecting primary facilities. 
 
The project will improve business continuity, cyber resilience, incident response, and recovery 
of critical information systems. The Airport facility will initially serve as a temporary SOC and DR 
location while supporting current Airport operations and future resiliency planning. 
 
The solution will use a dedicated Internet Access (DIA) fiber circuit with Starlink failover and 
must integrate with the Port’s existing Fortinet environment. It must also support independent 
operation if connectivity to the Port’s primary facilities is disrupted. 
 
Funding Notice: 
This project is funded in part by the Federal Emergency Management Agency (FEMA) Port 
Security Grant Program (PSGP) and in part by Port of Port Angeles matching funds. Proposers 
shall comply with applicable federal, state, and local requirements associated with grant-funded 
procurements. The Port may request documentation required for grant administration, 
reimbursement, audit, or reporting. 

 
Project Objectives: 
Establish a geographically separated technology recovery location outside the tsunami 
inundation zone. 
• Provide a temporary SOC capability and improve continuity of critical information technology 

services. 
• Improve resilience against natural disasters, utility failures, and cybersecurity incidents. 
• Provide secure, redundant Internet connectivity and support recovery operations. 
• Deploy infrastructure that can support future expansion into a permanent SOC or DR facility. 

 
B. SCOPE OF WORK: 
The successful proposer shall furnish the equipment, licensing, subscriptions, accessories, 
implementation services, testing, documentation, and knowledge transfer required to place the 
Airport SOC/DR network infrastructure into production as a complete and operational solution. 
 
1) Firewall:  

Provide one (1) Fortinet FortiGate 90G or a newer or higher-capability Fortinet model that 
meets or exceeds the following requirements: 
• Enterprise Protection Bundle, FortiCare support, and FortiGuard security services. 
• Centralized management and logging capabilities. 
• SD-WAN and dual-WAN functionality for the DIA fiber circuit and Starlink failover. 
• SFP/SFP+ fiber interfaces, or manufacturer-supported fiber connectivity using 

appropriate transceivers. 
• Capacity to support standalone Airport operations and future SOC/DR expansion. 
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2) Network Switch:  
Provide one (1) Fortinet FortiSwitch 348G or a newer or higher-capability Fortinet model that 
meets or exceeds the following requirements: 
• Forty-eight (48) Gigabit Ethernet access ports and managed Layer 2/Layer 3 switching. 
• FortiLink integration with the FortiGate. 
• SFP and/or SFP+ fiber uplinks with manufacturer-supported transceivers. 
• IEEE 802.3bt (PoE++) support, providing at least 60 watts per PoE++-capable port. 
• An aggregate PoE power budget equal to or greater than the FortiSwitch 348G 

manufacturer specification in effect when the proposal is submitted. 
• FortiCare support and any licensing required for the proposed configuration. 
• Support for current and planned Airport equipment, including wireless access points, 

physical security devices, and other powered Ethernet devices. 
• For any alternate model, fiber uplink capacity, switching performance, PoE capabilities, 

and aggregate PoE power budget shall meet or exceed the FortiSwitch 348G. 
 
3) Required Implementation and Professional Services:  

Implementation services are mandatory. The successful proposer shall coordinate with Port 
IT staff and provide the services required to deploy, cut over, and validate the solution 
during a Port-approved, business-planned maintenance window: 
• Assess the existing Airport network and identify dependencies or changes required to 

maintain existing services, including VLANs, routing, DHCP/DNS, controller connectivity, 
wireless access points, physical security systems, and other connected infrastructure. 

• Plan, configure, and deploy the FortiGate and FortiSwitch. 
• Configure and optimize SD-WAN for the DIA connection and Starlink failover. 
• Develop and implement required routing, NAT, VPN, security policies, and related 

network services, including changes necessary if the existing ELAN can no longer be 
extended to the Airport. 

• Validate connectivity between Airport systems, Port resources, cloud services, and 
management platforms. 

• Provide on-site or remote implementation support, as appropriate, throughout the 
approved maintenance window. 

• Provide final configuration documentation, as-built network diagrams, and a knowledge-
transfer session for Port IT staff. 
 

4) Cutover and Acceptance Testing:  
Before the maintenance window, the successful proposer shall submit a cutover plan that 
identifies prerequisites, sequencing, responsibilities, validation tests, rollback procedures, 
and escalation contacts. The Port must approve the plan before production changes begin. 
 
Acceptance testing shall verify, at a minimum, primary DIA connectivity, automatic Starlink 
failover and recovery, inter-site connectivity, required VLAN and network services, access to 
existing management systems, security policy operation, and management visibility. The 
solution shall be fully configured, tested, documented, and operational before acceptance. 

 
C. GENERAL MINIMUM REQUIREMENTS: 

• All equipment shall be new, current-production, and fully supported by the manufacturer. 
• The solution shall integrate with the Port’s existing Fortinet environment and support 

standalone Airport operation if the primary Port facility is unavailable. 
• The proposal shall include all software, licensing, subscriptions, transceivers, cables, 
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accessories, shipping, and other components required for a complete and operational 
solution. 

• Fiber optic connectivity shall be supported on both the firewall and switch. The proposal 
shall identify and include the specific transceivers and related components required for 
the proposed design. 

• Redundant hot-swappable power supplies or equivalent resiliency features shall be 
included when available for the proposed model. 

• The proposer shall have demonstrated production experience with FortiGate, 
FortiSwitch, Fortinet SD-WAN, dual-carrier failover, and planned network cutovers. 

• The proposal shall identify equipment and licensing lead times, implementation 
assumptions, prerequisites, exclusions, and the proposed deployment schedule. 
 

D. PROPOSAL REQUIREMENTS, REVIEW, AND SELECTION: 
The Port will evaluate proposals for responsiveness to the RFP, technical compliance, 
implementation approach, relevant experience, schedule, support, and total cost. Proposal 
selection will be based on price/value scoring. Non-price factors 1 through 4, detailed in Table 2, 
will be scored by the Port selection team. The total quality score will be divided by the 
proposer’s fee to arrive at a price value/ratio. The proposal with the best ratio will be selected 
and recommended to the Port Board of Commissioners (BOC) for acceptance.  
 
The Port reserves the right to reject any proposals submitted. This RFP and the vendor’s 
response, including all promises, warranties, commitments, and representations made in the 
successful proposal (as accepted by the Port), shall be binding and incorporated by reference in 
the contract with the vendor. The Port will not be liable for any costs incurred by the company in 
the preparation and presentation of the proposals submitted in response to this RFP. The 
selected vendor will be required to execute the Port’s Standard Purchase Order, including all 
terms and conditions (attached). The content of the submittal should be clear, concise, and 
complete. 
 
Table 1: Technical Requirements 
 

Requirement 
# 

Requested Requirements 

1 Brief description of relevant Fortinet implementation experience 
2 Names and qualifications of personnel assigned to the project 
3 Identification of any subcontractors and their responsibilities 
4 Manufacturer, model, part number, quantity, and description for each proposed item 
5 Description of how the proposed solution meets each requirement in this RFP 
6 Identification and explanation of any proposed substitution, deviation, or exception 
7 Warranty, support coverage, licensing/subscription terms, and equipment lead times 
8 Proposed implementation approach, dependencies, cutover methodology, 

acceptance testing, and documentation deliverables 
9 Identify any public purchasing contract available to the Port, including Washington 

State DES, Sourcewell, NASPO, or another cooperative purchasing agreement 
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Table 1: Proposal Requirements & Scoring: 
Each vendor’s proposal must meet the following minimum requirements. 
 

Cover Letter (10 Possible Points) A maximum one-page, titled “Letter of Introduction” must be 
submitted, including the legal name of the respondent, address, 
telephone, email address, and the name, title, and signature of 
the person(s) authorized to submit the proposal on behalf of the 
firm. Cover letter will be assessed on completeness in providing 
the requested information. 

Narrative (40 Possible Points) Detail the requirements noted in Table 1.  
Experience (30 Possible Points) Describe your experience with public and private barges. Include 

how long your firm as provided barges. Provide contact names, 
phone numbers and emails of three references for past projects. 

Schedule (20 Possible Points) Please include your estimated schedule to complete delivery of 
the barge, including specific activities/tasks and important 
milestones. The schedule shall also include the manufacturing 
schedule and delivery of the barge to the Port. You will not be 
assessed on how fast you can complete the project but rather 
your understanding of the magnitude and the scope and ability to 
complete this project in a reasonable time 

Fee (No Points) Pricing shall be itemized and shall include all costs required to 
complete the project. At a minimum, identify: 
• Firewall hardware, licensing, subscriptions, and support 
• Switch hardware, licensing, subscriptions, and support 
• Transceivers, cables, power components, and other 

required accessories 
• Required implementation, cutover, testing, documentation, 

and knowledge-transfer services 
• Travel, shipping, taxes, and any other fees 
• Any optional or recommended items, listed separately and 

clearly identified as optional 
Any item required for a complete and operational solution that is 
excluded from the proposed price shall be clearly identified 

 
 
Submission Requirements: 
Direct all technical inquiries on this Request for Proposals to Steven Rose, IT Manager, at 360-
417-3424 or itdept@portofpa.com. 
 
The proposals shall be submitted as a PDF via email, with the Subject: POPA AIRPORT SOC 
& DR NETWORK INFRASTRUCTURE RFP, to Jenna Riley at jennar@portofpa.com no later 
than 5:00 PM PDT, October 16, 2026. The content of the proposal should be clear, concise, 
and complete. 
 
Standard Port Purchase Order Terms & Conditions: 
The standard Port of Port Angeles purchase order terms and conditions are included for 
reference as Appendix A to this RFP. 
 

mailto:itdept@portofpa.com
mailto:jennar@portofpa.com


 

 PORT OF PORT ANGELES 
PURCHASING TERMS & CONDITIONS 

 

1. Entire Agreement: The Purchase Order 
represents the entire and integrated agreement 
between the Port and the Vendor. It supersedes 
all prior discussions, negotiations, 
representations or agreements, whether written 
or oral. In the event of a conflict between the 
Purchase Order documents and applicable laws, 
codes or regulations the most stringent 
requirements of any of the above shall govern 
and be considered as a part of this Purchase 
Order. The Purchase Order shall be construed in 
accordance with the laws of the State of 
Washington. Venue for any action between the 
Port and the Vendor, arising out of or in 
connection with this Purchase Order shall be in 
Clallam County, Washington.  
2. Definitions: "Buyer" means Port of Port 
Angeles. "Vendor" means the party with whom 
Buyer is Purchasing and any reference to 
“Seller”, or "Supplier" shall also mean "Vendor". 
The term "Purchase Order" or "Order" shall 
mean the name or title of the instrument of 
purchasing, including all documents, exhibits, 
and attachments referenced therein.  
3. Brands: Brands of equal quality, performance 
and use may be considered, provided Vendor 
specifies the brand and model and submits 
descriptive literature, when available. Any offer 
of a brand which is not equal to the quality, 
performance, or use specified must be 
represented as an alternate and not as an equal, 
and failure to do so shall be sufficient reason to 
disregard the offer.  
4. Changes: No alteration in any of the terms, 
conditions, delivery, prices, quality, quantities, or 
specifications of this order will be effective 
without written order of the Port. Unauthorized 
substitutions will be made entirely at Vendor's 
risk and, at the Port’s option, may be returned 
without prior authorization at Vendor's expense. 
5. Handling: No charges will be allowed for 
handling which includes, but is not limited to 
packing, wrapping, bags, containers or reels, 
unless otherwise stated herein.  
6. Identification: All invoices, packing lists, 
packages, shipping notices, instruction manuals, 
and other written documents affecting this order 
shall contain the purchase order number. 
Packing lists shall be enclosed in each and every 
box or package shipped pursuant to this order 
and shall specify contents therein.  
7. Delivery: For any exception to the delivery 
date as specified on this order, Vendor shall give  

 

prior notification and obtain written approval from 
the Buyer. With respect to delivery under this 
order, time is of the essence. The order is 
subject to termination for failure to deliver as 
specified. The acceptance of late performance 
with or without objection or reservation shall not 
waive the right to claim damage for such breach 
nor constitute a waiver of the requirements for 
the timely performance of any obligation 
remaining to be performed by Vendor.  
8. Shipping Instructions: Unless otherwise 
specified, all goods are to be shipped prepaid, 
FOB destination. When shipment is specified 
FOB origin, Vendor agrees to prepay all shipping 
charges, route as instructed and, if instructions 
are not provided, route by most economical 
common carrier and to bill Buyer as a separate 
item on the invoice for said charges. If shipping 
charges are expected to exceed $100.00, Buyer 
shall have the option of determining whether 
shipping shall be prepaid by Vendor or billed 
directly to Buyer. Vendor's invoice for shipping 
charges shall include a copy of the freight bill 
showing that payment for shipping charges has 
been made. It is agreed that Buyer reserves the 
right to refuse COD shipments.  
9. Risk of Loss: Regardless of FOB point, 
Vendor agrees to bear all risks of loss, injury or 
destruction of goods and materials ordered 
herein which occur prior to delivery. Such loss, 
injury or destruction shall not release Vendor 
from any obligation hereunder.  
10. Term:  Any term specified in the solicitation 
or specification shall prevail. Should this be a 
one-time purchase, the Contract shall 
commence on the date the Port signs the same 
and shall expire sixty (60) days after delivery and 
acceptance of last item.  If a Contract award, this 
contract shall be for the term specified in the 
solicitation, and if not specified shall be one year, 
with a one-year extension allowed at the option 
of the Port.  Such extensions shall be automatic, 
and shall go into effect without written 
confirmation, unless the Port provides advance 
notice of the intention to not renew.  The Vendor 
may provide also provide a notice to not extend, 
but must provide such notice at least 45 days 
prior to the otherwise automatic renewal date.  
11. Independent Agent: The Vendor or its 
employees or agents performing under this 
Purchase Order are not employees or agents of 
the Port. Conduct and control of the work will be 
solely with the Vendor.  
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12. Assignments: The provisions or monies due 
under this Purchase Order shall only be 
assignable with prior written consent of the Port. 
Shipment and billings made under any name 
other than Vendor’s must indicate that shipment 
is being made through and is subject to all 
instructions, terms and conditions of this Order.  
13. Infringements: Vendor agrees to protect 
and save harmless the Buyer against all claims, 
suits or proceedings for patent, trademark, 
copyright or franchise infringement arising from 
the purchase, installation, or use of goods and 
materials ordered, and to assume all expenses 
and damages arising from such claims, suits or 
proceedings.  
14. Liens: Vendor warrants and represents that 
all the goods and materials furnished pursuant to 
this order are free and clear of all liens, claims or 
encumbrances of any kind.  
15. Workers Right to Know:  “Right to Know” 
legislation required the Department of Labor and 
Industries to establish a program to make 
employers and employees more aware of the 
hazardous substances in their work 
environment. WAC 296-800-108 requires that all 
manufacturers/distributors of hazardous 
substances must include with each delivery 
Material Safety Data Sheets (MSDS) for each 
hazardous material.  Additionally, each container 
of hazardous material must be appropriately 
labeled with:  the identity of the hazardous 
material, appropriate hazardous warnings, and 
the name and address of the chemical 
manufacturer, importer, or other responsible 
party. Labor and Industries may levy appropriate 
fines against employers for noncompliance and 
agencies may withhold payment pending receipt 
of a legible copy of the MSDS. OSHA Form 20 is 
not acceptable in lieu of this requirement unless 
it is modified to include appropriate information 
relative to “carcinogenic ingredients: and “routes 
of entry” of the product(s) in question. 
16. Warranties: Vendor warrants that articles 
supplied under this order conform to 
specifications herein, are properly packaged, 
proper instructions and warnings are supplied, 
that all goods comply with applicable safety and 
health standards, and are fit for the purpose or  
 

which such goods are ordinarily employed, 
except that if a particular purpose is stated, the 
material must also be fit for that particular 
purpose.  
17. Nonwaiver by Acceptance of Variation: 
Acceptance by the Port of unsatisfactory 
performance with or without objection or 
reservation shall not waive the right to claim 
damage for breach, or termination, nor constitute 
a waiver of requirements for satisfactory 
performance of any obligation remaining to be 
performed by Vendor 
18. Payments, Cash Discount, Late Payment 
Charges: Separate numbered invoices are 
required for each order. Invoice only for goods 
delivered. Invoices will not be processed for 
payment nor will the period of computation for 
cash discount commence until receipt of a 
properly completed invoice or when invoiced 
items are received, whichever is later. If an 
adjustment in payment is necessary due to 
damage or dispute, the cash discount period 
shall commence on the date final approval for 
payment is authorized. Unless otherwise stated, 
standard payment terms shall be net thirty days 
following month of invoice date. If Buyer fails to 
make timely payment, Vendor may invoice for 
one percent per month on the amount overdue, 
or a minimum of one dollar. Payment shall not be 
considered late if a check or warrant is available 
or mailed within the time specified. The Port 
cannot accept requests for prepayment or down 
payment. For contracts where Prevailing Wages 
are required, the Vendor must include a 
statement that certifies Prevailing Wages have 
been paid by the Vendor. 
19. Taxes: Unless otherwise specified, Buyer 
agrees to pay all state of Washington sales or 
use tax. No charge by Vendor shall be made for 
federal excise taxes and Buyer agrees to provide 
exemption certificates when required.  
20. Prices: Vendor agrees that goods shall be 
billed at the lowest price at which it offers to sell 
or sells goods of the same description at or 
before time fixed in this order for shipment, if 
price is not stated on this order.  
21. Rejection: All goods or materials purchased 
herein are subject to approval by the Port. Any 
rejection of goods or material resulting because 
of nonconformity to the terms and specifications 
of this order, whether held by the Port or 
returned, will be at Vendor's risk and expense.  
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22. Nondiscrimination: The Vendor agrees not 
to discriminate against any client, employee or 
applicant for employment or services because of 
race, creed, color, national origin, sex, marital 
status, age, sexual orientation, gender identity, 
or the presence of any sensory, mental or 
physical handicap, unless based upon a bona 
fide occupational qualification It is further 
understood and agreed that any Vendor who is 
in violation of this clause or an applicable 
affirmative action program shall be barred 
forthwith from receiving awards of any purchase 
order from the Port unless a satisfactory showing 
is made that discriminatory practices or 
noncompliance has terminated and that a 
recurrence of such acts is unlikely.  
23. No Gifts and Gratuities: Vendor shall not 
directly or indirectly offer anything of value (such 
as retainers, loans, entertainment, favors, gifts, 
tickets, trips, favors, bonuses, donations, special 
discounts, work, or meals) to any Port employee, 
or official, if it is intended or may appear to a 
reasonable person to be intended to obtain or 
give special consideration to the Vendor.   
24. Save Harmless: Vendor shall protect, 
indemnify, and save the Buyer harmless from 
and against any damage, cost or liability for any 
injuries to persons or property arising from acts 
or omissions of Vendor, its employees, or 
agents.  
25. Insurance: If the Vendor is performing 
services on Port premises the following 
insurance is required. If the Vendor is making 
deliveries only then the automobile liability 
insurance only is required. Vendor shall maintain 
at its own expense at all times during the term of 
this Purchase Order the following insurance with 
limits of liability specified:  
A. Commercial General Liability (CGL) 
insurance, including: 
- Premises/Operations 
 -Products/Completed Operations 
- Personal/Advertising Injury 
- Contractual/ Independent Vendors  
-Stop Gap/Employers Liability 
With minimum limits of liability of $1,000,000 
each occurrence combined single limit (“CSL”) 
bodily injury and property damage; 
B. Automobile Liability insurance, including 
coverage for owned, non-owned, leased or hired  

 

vehicles with a minimum limit of liability of 
$1,000,000 CSL; 
C. Worker’s Compensation for industrial injury to 
Vendor’s employees. 
The Port of Port Angeles shall be included as an 
additional insured under CGL and Automobile 
Liability insurance for primary and non-
contributory limits of liability. 
All insurers must be rated A VI or higher in the 
current A.M. Best's Key Rating Guide and 
licensed to do business in the State of 
Washington unless coverage is issued as 
surplus lines by a Washington Surplus lines 
broker. 
Prior to performance of any scope of work, 
Vendor shall provide certification of insurance 
acceptable to the Port evidencing the minimum 
coverages and limits of liability and other 
requirements specified herein.  Such certification 
must document that the Port of Port Angeles is 
an additional insured on a primary and non-
contributory basis.   
26. Default: In the event of breach by Vendor of 
any of the provisions of this Purchase Order, the 
Buyer reserves the right to terminate this 
Purchase Order forthwith upon giving oral or 
written notice to Vendor. Vendor shall be liable 
for damages suffered by Buyer resulting from 
Vendor's breach of Purchase Order. The parties 
agree that in the event a suit is instituted for any 
default, the prevailing party shall recover its 
costs and reasonable attorney's fees. 
27. Termination for Convenience: The Port 
may terminate this Purchase Order at any time 
for government convenience, in which case it 
shall provide notice to the Vendor and reimburse 
the Vendor for its costs and fees incurred prior to 
the notice of termination.  
28. Audit: Upon request, Vendor shall permit the 
Port and any other governmental agency 
involved in the funding of the Work to inspect and 
audit all pertinent books and records of Vendor, 
any subvendor, or any other person or entity that 
performed work in connection with or related to 
the Work, at any and all times deemed 
necessary by the Port, including up to six years 
after the final payment.  
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